and onion routing network [13] , [14] . 
I. INTRODUCTION [11]. A formal asymptotic security model to verify location privacy of a MIXNET in a wireless network is presented in Radio frequency identification (RFID) identifies objects [9] . using radio signals [1] . The passive form of RFID named the In [16] , several possible solutions for the privacy issue in Electronic Product Code (EPC) managed by EPCglobal Inc. is RFID are discussed. The simplest and most effective approach presently used in the supply chain to manage the flow of is to use the 'kill' command on the tag after the customer has pallets and cases like the uniform product code (UPC) barcode purchased the product. This would provide total privacy identification system [2] . Every object is given a unique serial protection but it would also eliminate the post-purchase number called an EPC. The flow of individual items is already benefits like receiptless returns, smart appliances, etc. The being tracked providing more detail for distributors and second approach is to rename the RFID tag so it has no retailers. RFID can provide large economic benefits to users intrinsic meaning. This approach would hide the identity of but it can also pose invasive new threats to rights, privacy of the object but it would still be traceable since the serial individuals, and security of organizations.
number of the tag is static. Therefore, it is vital that the unique RFID has at least the following three privacy threats that serial number on the tag be protected from disclosure or need to be addressed: tracking, hotlisting, and profiling [3] . changed periodically.
Limiting or preventing tracking the location of individuals is a
In [17] [18] . Universal re-encryption requires encrypting the plaintext knowing that the swap took place. In the insubvertible and the identity element with ElGamal and sending both so encryption scheme [20] , the tags could be periodically re-that the user with the correct key can decrypt the serial encrypted without the readers even knowing the identity of the number but readers without knowledge of the public key can issuing party. The tag would still be intelligible only to the re-encrypt both. The exact steps are as follows: issuing party of the tag. This system does not require the tags Key Generation to have any other capabilities besides the basic read/write Alice generates ElGamal public and private keys under a operations. Thus the cost of these tags will be low and that universal prime number p that everyone knows. She then would make them attractive to manufacturers and retailers.
publicizes the public key set (y, g). Since the tags are basic the attacker will still be able to plug-in feature for middleware that manages one or more readers.
